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An indispensable tool for SNIFFER, conducted ZIGBEE development, it
can be sniffing the air to achieve protocol analysis and logical analysis. It
can increase development speed, quickly find protocol vulnerabilities.
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L. Teras Instuments Packet Sniffer i

Q TRk Packet Sniffer
INSTRUMENTS

Select Protocol and chip type:

[EEE 802.15.4/ZigBee ~|

Possible capturing devices:

SmartRFOSEB + CC2430EM|CC2431EM|CC2530EM|CC2520EM
SmartRFO4EE + CC2430EM|CC2431EM|CC2530EM

CC2531 Dongle

CC2430DB

Click Start button to launch Packet Sniffer:

| Start | Exit

1EFF IEEER02.15.4/ZIGBEE #AJ5 START, it K&l
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f Texas Instruments SmartRF Packet Sniffer IEEE 802.15.4 MAC and ZigBee 2007/PRO

File Settings Help

0w J[&]» 0 §| 3 & | [zigeee 2007PRO ~]

Capturing device | Radio Configuration | Select fields | Packet details | Address book | Display fiter | Time line |

Select capturing device:

CC2531

CC2531 USE Dongle (USB Device ID=6017] --

| Packet count: 0 | Error count: 0 | Filter off |RF device: CC2531 | Channel: 11 [0x0B] I;
EFIAEIE
Capturing device FRadio Configuration I Select fields | Packet details | Address book | Display fiter | Time line |
IEEE 802.15.4 Channel: |0x08 (2405 MHz) _v_l
R

0 3 @ e 0| 3 & |[zigee 2007/PRO ]
mibi =g, RGP e




File Settings Help

Dadal» ugl ]

PAnbr.r Tul!e(!nﬂ Lo Frame control field Sequence || Source Source
+3 Type Sec Pnd Ack.req PAN compr number PAN Address :
4 =18866 44 BCN 0 1] 0 0 OxXED 0x2C48 || 0xDEOO || =
Time (ms) Frame control field Sequence Dest. Dest. Source Source
Type Sec Pnd Ack.req PAN compr number VPM W"“ 7PANV I Mress ol
CMD 0 0 1 0 OxFC 0x2C48 || 0xDEOO || OxFFFF || 0x00124B000145A69D
Frame control field Sequence
Length Lal ||FCs
77777 Type Sec Pnd Ack.req PAN compr number 2
5 ACK 1] a ] Q OxFC 141 || CK
Frame control field Sequence Dest. Dest. Source Lai ||Fes
Type Sec Pnd Ack.req PAN compr || number ,,PEN, 5“‘7’97557 " 7“7"’25757 o
CMD 0 0 1 1 OxFD 0x2C48 || 0xDEOO || 0x00124B000145A659D 147 || OK

Feme Aem Tma Aot mmm mAaT number

f?gilllmﬁmﬂlllm || Frame control field " Sequence ,L_m”;l
< |

Capturing device  Fadio Configuration |Select fields | Packet details | Address book | Display fiter | Time line |

| Error count: 0 [ Filter off | BF device: CC:
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‘Packet broadcast OFF



